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BESLH LG BENTLAR TENRT o

. C:\Program Files\MinerGate\Qt5Gui.dll eaird
Created / dropped Files o g SONFERENCE
File Type: PE32+ executable (DLL) (GUI) x86-64, for M3 Windows
C:\Program Files\MinerGate\OpenCL.dll Sz {by1es) ikiiny
File Type PE32+ executable (DLL) (GUI) x86-64, for MS Windows Entropy (dbit) 5 G1ABHEAATEA02
Size (bytes): 65024 Encrypted false
Entropy (Bbit): 5.753865560574683 MDs: 521C4091447EE79BB7E05A435AFDODAS
Encrypted false SHA1 BECCBAB4S4EFG1606C4D2382454C28A3AB958540
MDS, 9CTOF52EBS0EABFBTFFT13437A8D9A21 SHA-256: 2F4ABECF512A6F COETSFEDSACTBI560B09521A591730B4F93BED418518CABC29
SHAL EDBAEERG{ZHE0RIN 23 AG3EERI COICIEGRACED SHA-512: 623DDBC216209939A9B3D2857E7TBO04DIABS0SASSF6CE0BBF248015DCSCE5EBDIET 542A219AAB5 11 B4CET605BEAB0DEET44A874D2EED A3 17DIA1620E043AED80
SHA-256 AAFB54C4779BB94ADB94819A18ADAETDBY500E4875E1B2E5C24014CEF6036625 Malicious: false
SHA-512 BOBD9D615A2FAC19E2782A8D7133FE4FCBD7379C1D958CDTA3318024843E64EB054D5B7A25618D91F0B2542CCDFBE3168BEBCAS4895F 10796F 4A23452256E3F3 7y z
i Antivirus = Antivirus: virustotal, Detection: 0%, Browse
Malicious false i T = o = Antivirus: metadefender, Detection: 0%, Browse
Antivirus: = Antivirus: virustotal, Detection: 0%, Browse L i = y
+ Antivirus: metadefender. Detection: 0%, Browse r Reputation fow
[
Reputation low =
C:\Program Files\MinerGate\QtSNetwork.dll
C:\Program Files\MinerGate\Qt5Core.dll . File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows
File Type PE32+ executable (DLL) (GUI) x86-64, for MS Windows \ Size (bytes) 1070552
Size (byles): 5552640 ~ | Entropy (8bit): £.35164403448563
Entropy (8bit) 6.641905130490008 + 8 Encrypted false
Ercrypie flee " S [Ms: E7C968CDCE1ACAG2E3B2CBATESTOTDTS
MD5 EEAEABBED2D225010E056434ACATTADO Ll N
i L — IETS 6BAEDDA534803EFCS 1ABF70B3AFE3514FD1A4ERS
SHA1 D65B1EE98B1CAD397EIA48D0806E246CA31FESSF | i - . =
SHA-256 E6BO5F96B939762F E215EAEF 42CAB30029C2AB2AF 373B62CFED597449809C68F S 1958346874 T0DBAE2I343CEDCAD2F TEDCIEEBEIF COADC 6407 150ARE T 40ASE
SHA512 89795C311637BB593BB395712D18231BC17CEB 29746 C6A4BEA33D300CE0DASC386F 3136 D1 B4277 D ICAFES6ETB88F DEEDAE DAOBBFFE4B3C 3DBBEF89DT54B365A SR |SHA-512: A5 AR DA AT A D 2E BB AABEDATA GO 26T ThE A8 8B A6 ACINSHED D 1AL S EADE A AR E IR LATBEBTEI06C R FR1B14301 G
T e ) P 3 Malicious: false
Antivirus « Antivirus: virustotal, Detection: 0%, Browse =8 S Antivirus: * Antivirus: virustotal, Detection. 0%, Browse
« Antivirus: metadefender, Detection: 0%, Browse = Antivirus: metadefender, Detection: 0%, Browse
Reputation low s ¥ | Reputation low
r = 5 L T T T e T I - - - -
5 Files\Mi \Qt5WebSock dil C:\Program Files\MinerGate\Uninstall.exe
C:\Program F
File Type PE32+ executable (DLL) (GUI) x86-54, for MS Windows File Type PE32 executable (GUI) Intel 80386, for MS Windows
Size (bytes) 135650 Size (bytes) 456320
Entropy (Bbit): 5.985769431819973 Entropy (bit) 3.487411224148567
Encrypted: false Enerypted falss
MDS: 9ADB44145ADAS3BBDC372C0110EAECTA
MD5: 2DDC574121F1A4FAASCT 1ADA184B25C1
— SHA1 4ABEB084DD978342BCE0FE239070C8ASF854C482
SHAT: 9795E0F437ECOFFCC284B1ACCOES4959C 3500637
SHA-256 58BE2B427CA3A2BRET4ETI0640662791969F 40468F 2600EC279D7CI7ICI23AFE
SHA-256 59ED0321157CFED268CEECEESIBE97057 EBDAISBSE0043E4BEI14DEFCT22370
SHA-512 E9BB4BF1B0F1C894C272F6D32CB5844E67684B 16C0CFI26BECF27DEDFFS0D82A3DCAA18235B5A568BEB09CE 92383994592 TEBSEIBBA20F 2TATF D4TEBCB406865
SHA-512 6ES86262A41D9E53766DB4514FDEFIDB2D481172D502884DEGIS354ASEBIFET2193709987 ADB0E 1A2543F CAZDA5CT175260C 28246 1B8FU2A7121D4856744F 889D P e
Haecionje st Antivirus « Antivirus: metadefender, Detection: 3%, Browse
Antivirus: + Antivirus: metadefender, Detection: 0%, Browse Reputation low
Reputation low
C:\Program Files\MinerGate\cudart64_g0.dll
C:\Program Files\MinerGate\QtSWidgets.dll File Type PE32+ executable (DLL) (GUI) x85-84, for MS Windows
File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows Size (bytes) 367672
Size (byles) 5462016 Entropy (8bit) 6.249013325703965
Entropy (8bit): 6.584175001410322 Encrypted false
Encrypted PIEE MDS: E21CDBFFBBE5ADADTH1EC5F63202838
vDs CACEFTATE247310D81 BAICI31501DR9E SHA1 AdCEAEFBFOAFODDDCAZ64C3342A68FA41FBEE272
SHAT FA126576ABEEI029F BF 1 BI5ATDA303A4BE HECDE SHA-256 164D54E 190F8168BFB641FAEECCISEIBBBE6IF B62E 3F6636E2CD6598552F2ACE
R R R T e T T T T T SHA-512 ABAD56B55CEGBIBIES 1 D2FBA48548CTB23C6120105B1F0TFEITFB1160CBDE773ABCS 1FC40B79920FBBFDO0ATC93138112D27EA2FSBBAE2FEDCC2805D3FDTDE D
SHA512 16760FF 3D5D3A56 14C7BDB4CE58FEAG5239D38458760FC42642D595326C2F0BCE 1ADBA27DF C26883CC2 1 F93880EERI0DBECE6667553946241340DABIBOEE2654 Mialeious: o
i o Antivirus - Antivirus: metadefender, Detection: 0%, Browse
alicious: Ise
Fere e T — Joe Sandbox View: = Filename: wkcviHsw3u.exe, Detection: malicious, Browse
ntivirus: L ntvirus: med ieienaer, Uetection: rowse
i Reputation low

Reputation low
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BLAE] ok Code Analysis
Analysis Process: MinerGate-7.2-win64.exe PID: 3112 Parent PID: 2852 =
Execution Graph
Execution Coverage Dynamic/Packed Code Signature Coverage
g Coverage

Execution Coverage 266%

Dynamic/Decrypted Code Coverage 0%

Signature Coverage 21.4%

Total number of Nodes 1330

Total number of Limit Nodes: 47
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B PE Disassembler v0.03 :: CADT

004031BB:
0040321C1:
004031C2 -
Q040321C3:
004031C4 -
Q040321Ce:
004031CE:
Q04021CF:
004031D7 -
Q040321DB:
004031E0:
Q040321E€:
O04031EC:
004031F1:
O04031F5:
Q040321FR:
O04031FC:
004031FD:
00403202
004032204
0040320&:
Q040320B:
00403200
ao4032212:
00403213
ao403218:
004032215:
Q040321F:
004032223:
004032225:
004032227:
Q04032229:
O040322E:
Q04032230:
004032235:
Q04032237:
Q0403223C:
00403241
004032243
004032245:
004032247 :
Q0403249:
004032248
00403224D:
0040323254
004032255:

ANANSICE -

21ECE4010000
52

SE

57

33DB
€201800000
ga5Cc2418
C7442410925914000
895C2420
Ce44241420
FF1520704000
FE159C704000
25FFFFFFBF
€€3D0E00
L30C374200
7411

53
ESC5300000
3BC3

7407
€3000C0000
FFDO
BES2724000
=1
EZ41300000
=1
FF1552704000
gD740601
321E

75EB

EROR
ES593300000
ER03
ES52300000
EROE
L304374200
E22€300000
2BC3E

T40F

EL1E

FEFDO

25C0

7407
200D0F27420040
55
FF1l544704000

(L]

O BRI A

SUB ESP, 000001584H

PUSH EBX

FUSH EST

PUSH EDI

HOR EBX, EBX

PUSH 00002001H

MOV [ESP+18H], EBX

MOV [ESP+10H], 004091%2H
MOV [ESP+20H], EBX

MOV BYTE PTR [ES5P+14H], 20H
CALL [004070A0H] ; SetErrorMode
CALL [0040705CH] ; GetVersion
LMD E&¥, BFFFFFFFH

CMP RX, 000cH

MOV [42370CH], E&X

JZ 40320DH

FUSH EBX

CALL 004082CTH

CMP E&¥, EBX

JZ 40320DH

FUSH 00000C00H

CALL ERX

MOV ESI, 0040725%8H ->= UXTHEME
PUSH ESI

CALL 0040€255%H

PUSH ESI

CALL [004070%2H] ; lstrleni
LER ESI, [ESI+ERX+01H]

CMP [ESI], BL

JHNZ 403212H

FUSH 0000000RH

CALL 004082CTH

FUSH 00000002H

CALL 004082CTH

FUSH 0000000&H

MOV [423704H], EAX

CALL 0040€2CTH

CMP ERX, EBX

JZ 403254H

PUSH 0000001EH

CALL EARX

TEST ERX, EARX

JZ 403254H

OCR BYTE PTR [0042370FH], 40H
FUSH EBF

CALL [00407044H] ; Import by Ord.

TS TEV

B PE Disassembler v0.03 = CADT

004032E5: s03822
004032E5: CE44241420
004032ED: 750&

004032EF: 40

004032F0: Ce44241422
004032F5: 20332F
004032F58: 0F353C000000
004032FE: 40

004032FF: 203853
00403302: 751¢

00403304: Bh4201
00403307: B0F320
00403308: 7404

0040330C: 3aCB

0040330E: 750a

00403310: C705C037420001000000
00403314h: OFBEODE23514000

,|00403321: OFBE1523514000

00403328: ClElos
0040332B: 0BCA

0040332D: OFBE1581514000
00403334: ClElOZ
00403337: 0BCA

004023335: 0FBE1580514000
00403340: ClElos
00403343: 0BCA

00403345: 3808

00403347: 7511

0040334%9: 2R4204
0040334C: 20F320
0040334F: 7404

00403351: 3aCB

00403353: 7505

00403355: 234C242004
00403354: OFBEOD7BS14000
004033€l: OFBE157AS14000
004033€8: ClElOs
004033€B: 0BCA

004033€D: OFBE1575314000
00403374: ClElOZ
00403377: 0BCA

00402375: 0FBE1572514000
00403380: ClEloZ
00403383: 0BCA

00403385: 3548FE
00403388: 741C

0040338Rk: FF742414

Start From: [ [

CHMP BYTE PTR [ERX], 22H

MOV BYTE PTIR [ESP+14H], 20H
JNZ 4032F5H
INC ERX

MOV BYTE PTR [ESP+14H], 22H
CMP BYTE PTR [EAX], 2FH

JNZ 0040338RH

INC ELX

CMP BYTE PTR [EAX], 53H

JNZ 403312H

MOV CL, [EAX+01H]

CMP CL, 20H

JZ 403310H

CMP CL, BL

JNZ 403312H

MOV [004237C0H], 00000001H
MOVSY ECX, BYTE DTR [409153H]
MOVSY EDX, BYTE DTR [409152H]
SHL EC¥, 08H

OR ECX, EDX

MOVSE EDE, BYTE PTR [409181H]
SHL ECE, 08H

OR ECHX, EDX

MOVSYX EDX, BYTE PTR [409150H]
SHL ECX, 08H

OR ECH, EDX

CMP [ERX], ECX

JNZ 403353H

MOV CL, [EAX+04H]

CMP CL, 20H

JZ 403355H

CMP CL, BL

JNZ 403352H

OR [ESP+20H], 00000004H
MOVSYX ECH, BYTE PTR [40917BH]
MOVSY EDX, BYTE DTR [40917AH]
SHL ECX, 08H

OR ECX, EDX

MOVSE EDX, BYTE PTR [40%173H]
SHL ECE, 08H

OR ECX, EDX

MOVSHE EDH, BYTE PTR [409178H]
SHL ECX, 08H

OR ECY, EDX

CMP [ERX-02H], ECX

JZ 4033Rk€H

DISH [ESD+14H]

Back E Copy 1 Strings-
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O\ BRI 1CIBRE

E; DA - MinerGate-8.3-wintd.exe CA\MinerGate-8.3-wintd.exe
File Edit Jump Search VWiew Debugger Options Windows Help

AE e s B ) o DO BdEt - F e X p D O
A I

7 %

L) N SFC

CHINA COMPUTER
FORENSICS CONFERENCE

[ & B B

Libiary function [l Regular function B Instroction | Data [ Tnexploced Excternal syrmbiol
[F] Functicns window O & x IDA View-& [ [©]  Hex View-1 | [A]  Stostoes & Enums ) Imports 2 Exports
Function name i) -text:@adelene ;

Ldext: 84818988 ; +----------------- e m e m e m—m—mmm———————— - +
sub_401000 Jtext: 00401608 ; | This file has been generated by The Interactive Disassembler (IDA) |
sub_40117D .text:0e401600 ; | Copyright (c) 2817 Hex-Rays, <supportfihex-rays.com:> |
sub_4011EF .text:ee4ele08 ; | License info: 48-3FBD-7F@4-2C |
sub_401259 .text:08401608 ; | Jiang Ying, Personal license |
sub_4012E2 SEEXEIBBABLOBB § - oo oo oo +
sub_40136D text:ead48le8 ;
aub_401339 text:08481888 ; Input SHA256 @ AVBEDALGFC38789877FAIET4692818FB@CDETEDBDAGE3202D616C2E6C5A41640
sub_40140B text:ea481888 ; Input MD5 : DC544F1F4BECC4ASDDELBFE@9317EDGS
sub_401423 .text:@A4810080 ; Input CRC32 : CB8B953E
sub_401434 text: 00401086
b A0249F .text:88481888 ; File Name : C:\MinerGate-8.3-winbd.exe
sub_4024C1 Ltext: 084618608 ; Format : Portable executable for 88386 (PE)
sub ADEOL .text:884810808 ; Imagebase 1 488008
sub 407639 text: 08401008 ; Timestamp : S97FCC6D (Tue Aug @1 ©8:33:49 2017)

S1.1b_4EIZElSl Ltext: 080481088 ; Section 1. (virtual address @e28018880)

- Ltext:08401008 ; Virtual size : @B0ASED2 ( 24274.)
o MIZETR Ltext: 004810808 ; Section size in file : Bpede@Be (  24576.)
Wb—J'DQEBd text:ped4e1e08 ; Offset to raw data for section: oeeeadsee
Dialn gFune .text: 00461068 ; Flags 68888828: Text Executable Readable
sub_402CE4 Ltext:eed4eless ; Alignment : default
sub_42D48 .text: 88401008
enb_402F31 Jtext:eadalons .B36p
sub_40215D text: 868181660 «MmX
sub_403173 -text:08401000 | .model flat
sub_ 403184 text: 08401068
start B e L2 L - - S ——
sub_403645 -text:@aielecs
ok ANAECR M Ltext: 88481088 ; Scgment type: Pure code

Ltext: 98401000 ; Segment permissions: Read/Execute

\E Crutput weindow
A5

00000400 EIDDDDDEIDDD4EIIDEIEI sub_401000 (Symcheonized with Hex Wiew-1)

The ini'tialuautcuanalvsis has been ‘Finisiﬂedl. B
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push edi

xor ebx, ebx

push 8@a1lh ; uMode

mow [esp+194h+uExitCode], ebx

mov [esp+194h+var 184], offset aErrorWritingTe ; "Error writing temporary file. Make sure
mov [esp+194h+Buffer], ebx

Moy [ESp«l—lE#hHﬁP_lEM *ﬁ%’f%’lﬁﬁiﬁﬁm%ﬁﬁﬁ

call ds:SetErrorMode

call ds:GetVersion
and eax, @BFFFFFFFh B8 Windows #1/ERZRRA
cmp ax, 6 K] API
mow dword 42378C, eax
jz short loc_48328D
|
Li ! I
— True el =
push ebx
——— False call sub 4862C7
cmp eax, ebx
i short loc_48328D
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REUCA Temp 3L 36 € BB 42

INFEHTIE — 1 Temp LR

E Functions window O & x ID& View-4 Fs] Strings windaw (O] Hex View-1 A]  Stuctores E]  Enums
Function name = ;
J | sl _guarol i@@
F | aub_402D43 BEX
F| sub_402CE4 loc_4833B7: =T
F| sub_402EE4 mov edi, ds:GetTen‘pF‘atH‘l/
| sub_402B7F Mo ezi, offset PathName
£ | sub_402B51 push esi ; lpBuffer
7 cub 40230 push 488h ; nBufferLength
7 b 402B01 call edi ; GetTempPathA
7 arh 402401 call sub_ 483184
: = test e@x, eax
] sub_02AE jnz short loc 4834249
F| sub_401434 ]
F| sub_401423 '
F| sub_401408
7| sub_401389 il sl =
F | snb_401326D push 3FBh ; uSize
| sub_4012E2 push esi ; 1psu-ffe/r/_
#| sub_401200 call ds:GetWindowsDirectoryA
| sub_4011EF push offset String2 ; "\\Temp"
7| sub_40117D W push esi ; 1pStringl
< - = call lstrcatA

call sub_48318A
Line 96 of 102 fast cax, eax
o Graph overvisw 05 x jnz short loc_483429

Y
; lpBuffer

3 nBufferLength
100009 (254237 (11,421} 000027E7 000000000040323B7: startloc_4033E7 (Synchoondzed with Hex View-1)
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7] Functions window O & X IDA Vigw-i =] Strings window (3] Hex View-1 (A]  Stroctures [E]
2 s call edi ; GetTempPathA
Tnilf:unime " push offset alow 3 "Low"
E arh 403048 push esi 3 lpStringl
- call lstrcata
_|=_i sub_402CE4 ii. ds: IR
L s A2 push st lpvalue e~
I:‘i anbe ALZBTE push offset Name ; "TEMP™
|; sub_4LLZB51 call edi ; Setfrwi’cnn‘ent‘h"a’ial:lle.-‘l.
I:‘i mb_402B33 push esi ; lpvalue
|; sub_402E01 push offset aTmp & ; "TMP"
I:‘i sub_402A0C1 call edi ; SetEnvironmentVWariableA
7] sub_40249F call  sub_48318A gﬁ)
|; sub_401434 test eax, eax
|; sub_ 401423 jz loc_4@34D7
L_}i snb_40140B I
£ ] sub_401389 Y VY Y
F| sub_40136D :
E sub_4012E2 M@
I:‘i ubg 1255 loc_483429: ; lpFileName
I; sub_4011EF push offset FileName
L£] sub_40117D ¥ call ds:DeleteFileA
< > push [esp+194h+Buffer] ; Buffer
Line 96 of 102 call sub_482D48
: cmp eax, ebx

A% Guaph overview O &8 x mov [esp+194h+var 184], eax

jnz loc_ 483407

Ll s =]

e Avsmrd AT TIL a b

100.00% (2547010 (0,418) 00002812 0000000000403412; start 257 (Samchronized with Hex Wiew-1)
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Ldlil US.CALLFIULESS

] IDAF-Zh 4B

o f

d

il e 5]

push 28h 3 DesiredA =
call ”//;Eeg/

ds:GetCurrentProcess
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lea eax, [esp+l98h+TokenHandle]
push eax 3 TokenHandle

FiL 2R S AR B Dy B

push eax 3 ProcessHandle
call ds:0OpenProcessToken
push 2
test eax, eax
pop edi
jz short loc 483RSE
Y

B 2R B2 A

il e

lea

push
push
push
call
push
push
lea

push
push
push
push
mov

eax, [esp+lo@h+Newstate.Privileges]

eax 3 lpluid

offset aSeshutdownpriv ; "SeShutdownPrivilege”
ebx ; lpSystemName
ds:LoockupPrivilegeValued

ebx ; ReturnLength

ebx ; PreviousState

eax, [esp+loBhtNewstate]

ebx 3 BufferLength

eax 3 NewState

ebx ; DisableAllPrivileges

[esp+liah+TokenHandle] ; TokenHandle
[esp+lABh+NewState.PrivilegeCount], 1

J0.00% (258413) 42,462) 0000Z52E 000000000040342E: sttt 273 (Samchoonized with Hex View-1)
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call ds:betlurrentHrocess

push eax ; ProcessHandle
call ds:0penProcessToken

push 2 \\\\\\‘\\\\
test eax, eax

pop edi

jz short loc_48365E

3

lea

push
push
push
call
push
push
lea

push
push
push
push
mov

mov

call

eax, [esp+198h+NewState.Privileges]

eax ; lpluid

offset aSeshutdownpriv ; "SeSh nPrivilege”
ebx ; lpSystemN
ds:LookupPrivilegeValueA

ebx 3 ReturnlLength

ebx 3 PreviousState

eax, [esp+l198h+NewState]

ebx 3 BufferLength

eax ;3 MNewState

ebx ;3 DisableAllPrivileges

[esp+1A4h+TokenHandle] ; TokenHandle
[esp+1ABh+NewState.PrivilegeCount],

[esp+lABh+NewState.Privileges S&tTibutes], edi
ds:AdjustTokenPrivileges
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fid & OpenProcessToken

A LookupPrivilegeValuepf
B— & IR BB AR
b5 13

H ifr & FEAL R
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