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F395> ( Active learning )

CRREFHFA, ATLAT NS, SERIERERIERN
AT®GETIRE, EREAANL, EIFEIELEERE
gl ZEXKR" , FREHZITURMHLZA.
ZA DB, BRERMIHESE. LT HRX. RO
MR ZXERS, EAVTRERILEAR S EZEN
iiAEAE?}Qijm#jW%ﬁ$%T@ﬁm

PERX—RKRL, KRERFHAHRZHE, HAXKRE
RUEHFENEEER, IR UXREENIEARF
FEERT, WRA H MG XREE EEEN
HAEZ8MNFRIERFER, BAREZEIRTGEL
X ReE EHIRNES, FEENRERE SHEHEN

AENEESE &, \ii” £&" ENMRIEE.




Fxp£>] (Active learning )

(a)Diagonal line node+

EFHEIANRE, ENMRARERUMEMN X3RRI
HHHWE, F—1TMaAER— 1N aHE, /
2~ N\

(b)Face node-

NIEFFE -

EXHAMEEZNR, TLARELR
ZARBE, 1 RBELMERS
RS (R x) , 81 RS
HLE 1 HE, RENEHRRR” B/
", HRANBOMAKTRER. W&
RARRTEHMEB” 0", RZ, HR5A
SMmARTHRAEN. WRNSRATE
M 17 .

ARKAMA, STZ/IRBEZARBRM
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F39#> ( Active learning )

i WV 1R SR 7

LA AR R
ORTHIEWM ( streambased) FTEERE T HH

M B B R 2 0 A o
LB TS E.

FRE RN A E

LR ATk

2B EAH, FAEHE
RGN, EIBLAZARERBTEN
BARMATRI BV 2B E L RE, & TR
F @A TE—BER SRR A E TS HE @ kfERIE .

T8I ( pool-based) K=

EF) A EMAL MR E, TUER

EF)E S, FE]E

I AFFIRI R ARIRC BRI C B . AR MR R T A0 1% 1Y
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F39#> ( Active learning )

O REMNBGEFEABAF, CEIETEMWIERSTHT 2N ZEAT O B .

OMME T LES ANLEMER 73, M2 EBGEE & X a8 1T & F % B B B R4k
;#7%* L E RIS R B N B AL, HFERRR A FR A5 X RERN T
R

2 H)IgR@in AR, REETUAN—NMEZEBGE, B L RS 220>,
RAENAFRERAZMr®Z4.

ohl: MEBFERNEXAEREBENEBIAN, NHHILERAOTCPHEIERFS], HEX
B A BB E MY (4]: TCP. UDP) TFTMRIRIPE HIPHKI{E . AN E
BERBRSUHMRCIERSRRE, KarFERAY., RpYGHE. ISERBES&MEGEFE.
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PREBE|AEGEERENasnSbytes XX, R AMEXNE & XH
(Metadata) 516#t#H|#® /<~ (Hexadecimal Representation) ) —{IJG
(Binary) X4,

ClRWEIE, SFFH (Strings) « RAAFERY (Function Calls) FHEH
.

BB NEAFENR S RREbytesflasmXX 7, FrElA T Ra%H Ak
FAEU A BRI AE

f—
=]




.text:0e401000 |

AENETBOABIBIP  + === === = mm e e e e e oo +
.text:00401000 ; This file has been generated by The Interactive Disassembler (IDA)

Ltext: 08401666 ; License info: 48-3FBD-7FB4-2C

Jtext:oadaleas Jiang Ying, Personal license

APl TIRRRE RN - 4 o i o i i e A A S i o W S P A A o S I L ke N +
Tdextieadalend

Ctext:e@ed48leed ; Input SHA256 : AVBEDALGFC38789877FA3EY46928318FB@CDE7EDEDAGE3282D616C2ERCSA41RAC
text: 884818688 ; Input MDS : DCS44F1F4BECC4ASDDBLEFBR931VEDES

Jtext:eed4alese ; Input CRC32 @ CBB885953B

Text:eedalosa

I I
.text:88401000 ; | Copyright (c) 2817 Hex-Rays, <supportfhex-rays.com> |
I I
I I

Ltext: 8840816686 ; File Name : Cihwirus\MinerGate-8.3-wingd. exe
text:pa4810088 ; Format : Portable executable for B8386 (PE)
Ltext: 564816868 ; Imagebase 480008

Jtext:ee4alene ; Timestamp : SOVFCCED (Tue Aug @1 @8:33:49 2817)
Ltext: 00481686 ; Section 1. (wirtual address @6881684)
dtext:oo4alee8 ; Virtual size : @eBasED2 [ 24274.)
Ltext: 90481686 ; Section size in file : @BeaEeeE (  24576.)

text: 884818808 ; Offset to raw data for section: GBPBEBABHE
text:98401600 ; Flags 6B0BEE20: Text Executable Readable

text:ee4810088 ; Alignment : default
Ltext:aadaleas

JLext:eadaless .BB6p
Ltext:eaddlaas . mmx
text:ea401060 .model flat

.text:oa4a1808

LRext:B0481888 ;| ====s=s-s========s=ssssssssssssssssssssssssssssssssssssssssssssssssssssssssss
text:oadala08

fext: 88481800 ; Segment type:
Ltext: 08481008 ; Scgment permissions: Read/Execute
00000400 0000000000401 000: sub_401000 3ymechonized with Hex Fiew-1)

G BPE (Metadata) HJasm
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eoqe1000 [EE 58 EC 83 EC 5C 83 7D ©C @F 74 2B 83 7D @C 46 U -[-\T-..t+1-.F
pe4elale 8B 45 14 75 @D 83 48 18 10 8B 6D @3 37 42 69 89 SET Y 3%
PE401620 48 @4 50 FF 75 10 FF 75 OC FF 75 08 FF 15 84 72 H.P.u..U-olls...r
PE4R1A30 40 @9 EQ 42 @1 @@ @@ 53 56 8B 35 14 37 42 @@ 8D @.05-...5V...7B..
pB431648 45 A4 57 50 FF 75 @8 FF 15 @8 72 40 @@ 83 65 F4 EL-P.u....r@d. -
PE4@1659 B0 89 45 OC 8D 45 E4 50 FF 75 ©8 FF 15 @C 72 480 . -. -if-.u....rfd
PE4G1060 B8 8B 7D F@ 83 65 FO @0 BB 1D 5C 70 40 @0 E9 8@ . -..e....\pd...
PE4A1A70 @8 @0 P8 @F B6 46 52 BF B6 56 56 OF AF 55 E8 8B ....H-R.iE-v.i%-..
PP421028 CF 2B 4D E83 @F AF C1 ©3 (2 89 4D 10 99 F7 FF 33 _.M..3-...M. -.3
pE421898 D2 SA F@ OF B6 46 51 @F AF C1 OF B6 4E 55 @F AF ....5H-Q.3-.F-U..
PEAB1AAP 4D ES @3 C1 BB CA 99 F7 FF ©F B6 56 54 OF AF 55 M.........H-T.0%-
PEAGIAEe ES BA (8 OF B6 45 50 @F AF 45 10 03 (2 99 F7 FF  ....H-P.2E-......
pB4318CA (1 E1 @8 OF B6 CP BB (8 BD 45 F4 50 89 4D F8 FF .. .3F-...EEE- ..
PE4@16D8 15 64 79 40 @0 83 45 FO ©4 89 45 14 50 8D 45 E4 _dp@. -.. -.P -
PB4G18E® 5@ FF 75 BC FF 15 10 72 48 80 FF 75 14 FF D3 83 P.u....rfl..u....
pE4plEFe 45 EB @4 39 7D ES8 OF 8C 77 FF FF FF 83 7E 58 FF E..9%.. -...f-X.
pO461100 74 65 FF 76 34 FF 15 54 7@ 48 8@ 85 (0 83 45 14 te.v4..Tpf

PB421118 74 55 8B 7D ©C 6A @1 57 (7 45 E4 10 00 08 00 C7 tU -.j.W-oo....
pE4a1120 45 E8 @3 @@ @@ @@ FF 15 50 70 40 @@ FF 76 58 57 E.......Pp@..vXW
PE4@113@ FF 15 58 78 40 @@ FF 75 14 8B 35 4C 70 40 @0 57 ..Xp#..u...Lp@.W
pA4@1148 FF D6 89 45 @C 8D 45 E4 68 20 @ @@ @@ 50 6A FF ___E. -&f--...Pj.
@E4@1158 68 @@ 2F 42 @@ 57 FF 15 14 72 40 @8 FF 75 ©C 57 h./B.M...rfl..u.W
PP4@116@ FF D6 FF 75 14 FF D3 8D 45 A4 58 FF 75 @8 FF 15 ...u....EE-.u...
PB4A1178 6C 72 49 @8 5F 5E 33 (@ 5B €9 C2 10 @0 8B 4C 24 1Irf. ~3W@-BE-.. -%
PR4B1158 ©4 Al 48 37 42 99 BB D1 53 69 D2 18 04 90 @@ 56 .7 -7B. -Si.....V
PB421198 57 8B 54 @2 ©8 F6 C2 92 74 4F BD 71 @1 33 FF 3B W -..%f-.t0 -.3.;
POABI1A® 35 AC 37 42 @@ 73 42 86 CE 69 €9 18 04 @0 @0 8D S5L7B.SB  ~i.....
PE4AB11Ee 44 01 93 8B 08 F6 C1 @2 74 @3 47 EB 1E F6 €1 84 D....fB-.t.G..f8-.
PA4@11C@ 74 @9 8B CF 4F 85 C9 74 20 EB 10 F6 C1 1@ 75 9B t. -0 -t-..fE-.u.
pE4a11De 8B D9 33 DA 83 E3 @1 33 DI 89 18 46 05 18 04 00 N TR e LR
pE4G11E® B8 3B 35 4C 37 42 @@ 72 CA 5F S5E 5B €2 @4 @8 55 .;5L7B.r{f-~[...U

1633 #3R 7~ (Hexadecimal Representation) HJ—f7JjG (Binary) bytes {4
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O RFPERREFRNTE, RABATNFRARSHUSANAR

%it %

éﬂl%ﬂﬂasm Sbytes X Gt #1842 MM, VE)@F%@W?Z%

o

AE{5E FH

bl -

.

2N T BRKF

L, RS TRHAELZ RN EMNES, MERRTLEH 6@

AR TR (Sparse) BREH, W& &&ER A

4 (Bl %’i‘j’jgﬁﬁ%%)ﬁ“%%ﬂﬁﬂmﬁu%%ﬂ) 5RQFE R,
23

A

Bk R4k




il ®

@ FHIREE G T BE A Z B
S B—NIGHMZE (Single Byte Frequency)
2SN/ Hl (Instruction Count/Proportion)

2543 (Symbol Count)
RS (Fl: - +. *

Iv [V 24 @ wTULA R % e

RERI M TR, FrEl=]
BT &R,

CHBL R B R, RndA o he



%it %

@ APIHIZE (API Frequency)
W EREREERITN, BN RANAPIHITHFNESIE. Bk, 1
A4 3 % B E HAPI R RT R X RRE ., FRERAMR{NEH
Load Library API, AB|ZHEHRA KM T/APIZ H B, CLHHL®E PG 8 8 4
A ol .

O EFBKEHME (The Frequency of Use of the Registers)

AHFSNERSENAHEIARNRR, RRTRHEHFwANRGFRNA
W, BE—EEE LATHEBIHRAREAEFKKRNRE.




e

O PiE X XA ¥ / il (Predefined Sections Count/Proportion)
PERIAH P& — e XX, EAHEHHE S5 ERERAX RN
R XK. W TFTRRFAIEARA, IEXKBREHONE RSP A

4 .text. .data. .bss. .rdata. .edata. .idata. .rsrc. .tls

M .reloc %.

MName Description
section_names_.hss The total number of lines in Jbss seciion
section numes_data The todal pumber of lines in data section
oL lonorumies . edlata The tedal number of lines in edats seetion
mection_names_ idata The tetal number of ines in data section
section_names_ rdata The total number of lines in .rdata section
mection mnnes_ rsre The total pumbor of lines in rspe soct {on
sect iR nammes_., Lol The tetal mumber of lines in text section
section names_thk The tetal number of lines n tls section
section names... reloc The total number of lines in reloe section
Num Sections The total mumber of sections
Unk movwm_Sect ions The total niamber of unkoown sections
Unknown_Sections_lines The tetal number of lines in unknown sections
known Sections._por The proportion of khown sections to the all section
I'nknown_Sections_por The proportion of unknown sections to the all sections
U'nknown Sections_lines_por  The proportion of the amount of anknown sections to the whole file
Lext_por The proportion of text section to the whale il
data.por The proportion of data section to the whole file
biss_pion The proportion of .bss section to the whaole file
rdata_por The proportion of rdats section to the whole file
it i paor The proportion of edath section to the whole file

iclata_por The proportion of idata section to the whole fle

™
TETC R0 The proportion rere section to the whole file
b s The progport ion tls section to the whole file

CHINA COMPUTER reloc_por The proportion reloe section to the whole file
FORENSIC CONFERENCE




41t §

PRT —BRERHIANHSHEAFERITEZH, XHERDINFZERE
FMB A LS ERRAE KR R .

2RENELILERGREN—FFIE, B2 (Entropy) {#0]HRIE
EHAREKENE. JABERKEN, RAEBSTHMELRETS,
A ERBLANTRMERK. HELEREEARE KIS

(Entropy) L, RAKEFTRSRABBHELL, B8A 9]k
¥ EHRE—BRAREKE.

AAAAAAAA AAAABBCD AABBCCDD

Bucket 1 Bucket 2 Bucket 3
Low Entropy Medium Entropy High Entropy




& |l Tasm5bytes X & L1683l Rax B AL Ju2H pR, ¥ #8102 AL H] 5 HI{E

RMEVEAEO (B) F£255 (1) 2|8, WH!
EbytesKI KK E
A0S 2K R B R

HAREA A

~

T %?Tﬁﬁ%ﬂﬁbytes-z (k) & asmE

» ] uﬂiﬂi&}:%lﬁﬁiﬁﬁu AROHBHR. HEEA

(B)

ZUUK BT ERXHANSE. A asm

G Py

Re f.: Mi
Cla s s fifi
Fir s t Pla
Ove r

r os oft Ma lwa r e

ation Chalenge (Big 2 195):
e Team:Say Noto

fit ting




P4 > v ¥ y
% i 3 " 'y y N '
: V4 f ;

1. ST R RE A 2. =B B RS

3. = AR JLF-HE T B AR

4. NEREKBE R

\LE%{-EEHJ;@F‘j:E(] Re f.: Nove IFeature Extra tion,
AN AT = = Sele tion an Fu s ion for E ffe t ive

Malwar e Family Cla s sifi a t ion

2 HAIMNSRABRK, KXHENFESTREHAL,. AFERRARANERRBIK, LKHE
R SEEAHLL.

2| BRR B bytes XHFRIKE BHR#R, WTUE—EEE LHRNEBRABHKR, BRFESRHA.
RN REL AR RRFIEHED. A LRERAEFRERNRE.




@ Filll

F R HY ) 5 o K )

RREWBRBRINER, B2HRE, RN (bytesITH)

N ERBLZAN (asmXfF) FRE, RE T AHHIBEEAKERLSRBR.

2N T RARAMATBHI 2 PreE,

nf CAE & i (Central Tendency) -

EHFEE (Dispersion) FIE ﬁ?%hjuggﬁﬁﬂﬁﬂtgﬁl (Descriptive Statistics)

AEHATAE, TR tER T Eelxe EZHERRFE.

CHBHAREZ u HMREDZ, HFUNLEHRRNENARE ZSBERFIEFER

gt —

RS, FHUFRKBRS TR ETZXAR, T E 68 LZHNERRE.

X, &R

KIETRZ HIr.

2 [B) R G FR 46 FR RROA B R R R AR 2 D)3 %mﬂaﬁﬂ




=01




AL 1] BT 770 0 A

31 DAYS

&

System
Compromise

ON

Exploitation &

Installation

>

Delivery & Atta

19-08-13 19-09-14 19-09-15 19-09-16 19-09-17 19-09-18

[ ] ] 3 L ] e @ @ @ e & @ @ @ e o @ e @ L]

cK

Reconnaissance
Probing

2 &

Environmental

Awareness

DATE

2019-09-24

11:18:45

2019-09-24
11:18:40

2015-09-24
11:18:02

2019-09-24
11:17:32

2019-09-24
11:16:29

2019-09-24
11:16:24

2019-09-24
11:15:23

2019-09-24
11:14:19

2019-09-24
11:13:49

2019-09-24

» STATUS

open

open

open

open

open

open

open

open

11:13:28

¢ INTENT & STRATEGY

<

METHOD ¢ RISK & OTX SOURCE ¢ DESTINATION = access deniEd for
155.94.155.250 X E QuadraNet

Nmap oW N/A  [38185.222.211.4:http-proxy oSTT72-16-1-62:1952 o3

Nmap Low (1) & (8l 185.222.211.2:http-proxy oSt-172-16-1-41:tabula o ( 2 *ﬂ% @ A i ; gﬁ ;% )
Nmap Low (1) N/A = 77.247.108.110:53070 Host-172-16-1-211:http _@ ﬁ

Nmap LOW (1) ,;",'.; =™ 141.98.80.219:http-proxy Host-172-16-1-62:1707 o3 r@

Nmap LowW (1) N/A [ 0163.172.114.118:http-prox O5L-172-16-1-62:1331 (]

AYA
Nmap owie nNA [ 1 51.158.25.210:http-proxy Host-172-16-1-41:1743 o3 _% ‘g —

W 2

R

Nmap LOW (1) N/A wm 193.169.252.64:54984 HoOst-172-16-1-41:microsoft-ds

Nmap LOW (1) ¢ ;‘,"; [I¢l 5.8.18.86:http-proxy Host-172-16-1-41:1302

]

Nmap 1 78.128.113.84:http-pro

Nmap i ™=5.189.188.111:56977
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AR I B dr

’ ‘.‘i::. i open A3 Maiware infection CoinMiner R A Host-10-171-8-211:3866 WM 149.28.199.108:https
&Mr‘vnfuklm “ETPRO TROWAN (oinMiner Known Maldmnus Stratum Authiine (2017 0 201909-19090335 Host-10-1718-211:4074 W 149.20 190 108 petps  N/A 2 ll.l JE %’Ffeﬁgﬁﬁcpu %‘
AlenVaui NIDS: “ITPRO TROJAN Combines Known Makious Stratum Authine 2017 0 2019001900035 Mest-10-1738:211:000¢ B 149.25.199.108 M08 WA 3 ﬁﬁ/ﬂx fﬁf/_‘é‘%
—f
\ ;u;-'v‘a;fl NIDS: “ETPRO TROJAN ConMiner Known Makcious Stratum Authiine (2017 0 20190019 090335 Host-30-171-8-211:4074 W 14928 199,108 hetps  N/A 2
4 ;0’«’\'#! NIDS “TTPRO TROIAN ComnMiner Known Makcmous Stratum Authiing (2017 0 201909190900 35 Most-30-171-8-211:4074 W 14928 199 108 hets  N/A 2
5 :T‘vn:-u NIDS. “ETPRO TROWAN ComMines Known Makdous Stratum Authine (2017 0 2019001900035 Host-30-171-8-211:4074 Wi 14928 199 108 hetps  N/A 2
4 &w;\’vrn NIDS. “TTPRO TROJAN ConMiner Known Mabcous Stratum Authiine (2017 0 201909190900 3% Most.30-171-8-211:4074 W 149 78 199 108 https  N/A
y :-ur‘v‘.;nmm “ETPRO TROJAN CoinMiner Known Makcious Stratum Authiine (2017 0  201900-19000135 Host-30-171-8-211:4074 Wl 14928 199 108 hetps  N/A 2
a ;T’V:‘I NIDS “ITPRO TROWAN ConMiner Known Malcau Stratum Authline (2017 0 201909 190903:35 Most- 1017182114074 Wy 14928 199 108 hetps  NJA
:T‘vnf: NIDS: “ETPRO TROJAN Combliner Known Makcious SUratum Authiine (2017 0 20190019 000035 Host-10-171-8-211:4074 W 149.28. 199 108 herps  N/A ;
5 &W;’V‘pl\_al NIDS. “TTPRO TROJAN (oinMiner Known Malcious Stratum Authline (2017 0 201905-190903:3% Most- 1017182114074 W 14920 199 108 hetps N/A 4

length = 196

000 d4 ) b2 al 02 00 04 00 00 00 00 00 00 00 00 00 . cvvsssssssmnmns
010 %c 00 00 00 01 00 00 00 of d) B2 5d 2d 40 05 00  .cvcvssnsnss

ME O RBEHIET FELR 636 1 oo _ e

050 )0 00 00 25 Sb 00 00 ™ 22 ..icss
060 .
070 .

080 k.cp.hv.d “par
090 e "£733

0ad !lt‘-l‘:.-{btc—n
i 0bd dla-fbibbldelcid
ls 0cd 1 "33,
ry v
CHINA COMPUTER CHIMA COMPUTER
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BEIEH (CHIH T

push edi
xor ebx, ebx
push 8001h ; uMode T 2
mov [esp+194h+uExitCode], ebx *ﬁ? % HU iﬁﬁ E{J%:H:.‘[%ﬁi—t
mov [esp+194h+var_184], offset aErrorWritingTe ile. Make surg A H
mov [esp+194h+Buffer], ebx
mov [esp+194h+var_188], 2
call ds:SetErro =
call ds:GetVy
and eax, FFFFFE Y- . =
cwox'c B8 Windows#R1E RGRAH) API
mov dword 42378C, eax
jz short loc_40320D
Y

push ebx

call sub_4862C7

cmp eax, ebx

jz short loc_4@3200

£ | Functions window o8 x IDA View-4 (5] Strings window D] Hex View-1 [A] Structures El  Enums
z ] Yy
Funct =) 7
S MZE fall o (=

sub_402D48 inc eax
sub_402CE4 loc_4@3387:
& ﬁ‘ i j;[:, / sub_402BE4 moy edi—ds:GesTenpPath
m Temp 14: % Eg %1% mov esi, offset PathName
H sub_402B51 push esi ; lpBuffer
gu‘:._.n,uggg;g push A06h 3 nBufferLength
. call edi ; GetTempPathA

sub_402B01

sub_4024C1 call sub_48318A

test eax, eax
sub_402A5F jnz short loc_483429
sub_4014324 =
sub_401423 E '
sub_40140B
9‘5‘ I\ i sub_401389 FEE
ﬁl] %]“ig— l Temp 1&':;% sub_40136D push 3FBh ; uSize
A sub_4012E2 push esi ; lpBuffer
F | sub_401209 call ds:GetWindowsDirectoryA
| sub_4011EF push offset String2 Temp"
£ | sub_401170 v push esi ; lpStringl
- 5 call 1strcatA
call sub_4@8318A
test eax, eax
f%, Craph overview 068 x jnz short loc_ 483429

v

3 lpBuffer
; nBufferLength

CHINA COMPUTER

FOREMNSIC CONFERENCE



‘Z ZZ =
TANY,

4

R iel (CH A a7

I\E Functions window O & x (2 IDA View-i [S] Stings window ] Hex View-1 |A]  Stmctures [E
- call edl ; GetTempPathA
Fun:‘:‘:j_zunit:le i push offset aLow ; "Low"
sub_402D48 push esi ; lpStringl
call lstrcata
sub_402CE4 : T ST
mov edi, ds:SetEnvironmentVariablea
sub_402EB4 ) ’
push esi ; lpvalue
sub_402B7F push offset Name “TEMP"
sub_402B51 call edi ; Sefflwi/cmEnt"d‘a*iat’le—\ Sl J b I:. a1y
sub_202B33 push esi ; lpvalue HU E A
sub_402E01 push offset aTmp_@ ; "TMP"
sub_4024C1 call edi ; SetEnvircnmentVariableA (%Eiﬁg‘{_ﬁmj&/— ﬁ%gﬁ)
sub_A02ZA5F call  sub_48318A z 1‘]“
sub_401434 test eax, eax JU‘ IE‘ 0
sub_401423 jz loc_4@34D7
sub_40140B
sub_401389 KR
sub_40136D
sub_4012E2 = PiE
sib_ll1220 loc_4@3429: ; lpFileName
sub_A011 R push offset FileName
sub_40117D i call  ds:DeleteFileA
> push [esp+194h+Buffer] ; Buffer
Line 96 of 102 call sub_4@2D48
: cmp eax, ebx
#h Graph overvisw O & x mov [esp+194h+var_184], eax T ———— I
jnz loc_4834D7
] fall s 5=
il ) IS
JR— Aunnd A22798  she lea eax, [esp+19@h+TokenHandle]
100.00% (25,4701) {0,418) 00002812 0000000000403412: start+257 (Synchronized with Hex View-1) push eax ; TokenHandle
push 28h ; DesiredAccess
H— ds:GetCurrentProcess
push eax ; ProcessHandle
call dsz:OpenProcessToken
M
N 2L > (| st eax, eax
K& 2B B A = =
jz short loc_4@8365E
: Y
M
lea eax, [esp+19@h+NewState.Privileges]
push eax 5 lpluid
/4 I N push offset aSeshutdownpriv ; "SeShutdownPrivilege’
{ Y n push ebx 3 lpSystemName
call ds:LockupPrivilegevalueA
push ebx ; ReturnLength
push ebx ; PreviousState
lea eax, [esp+198h+NewState]
push ebx ; BufferLength

push eax 3 NewState

push ebx ; DisableAllPrivileges
push [esp+1A4h+TokenHandle] ; TokenHandle
mov [esp+1ABh+NewState.PrivilegeCount], 1

00.00% (25,8413) (42,462) DO0028ZE 000000000040342E: stat+273 (Symeheonized with Hex View-1)
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SQL Injection X 7




SQL Injection = 7

’ v R ATE acy ' ATION . tul::::\mm
1 AbenVault NIDS “ET WES_SERVER SOQL injection Select Sleep Time Delay” 0 20190024 04L& %141 081 177050 Most-172-16-1-46hitp N/A 3
7 AlenVault NIDS "7 WEB SERVER Possible SOU Injection Attempt UNION SELECT 0 20150024 004429 141 SR E1 I 7RISR Host-172-16-1-460tp N/A
1 AlenVault NIDS “ET WES_SERVER Possible SQU Injection Attempt UNION SELECT 0 201905024 0427 J® 141 9081 17938620 Most- 17216 1-46Mttp N/A L]
4 AhenVault NIDS “ET WES SERVER Possible SQU Injection Attempt UNION SELECT 0 20150024 004423 9 141 9681 17960392 Host-172.16-1-46hitp N/A
5 AlenVault NIDS “LT WIS _SIRVIR Possible SQL Injection Aftempt UNION SELICT™ 0 20190024 004422 %141 S 17959120 Most- 17216146 hitp WA L]
T /p/412-1002-33
& AlenVault NIOS “ET WES SERVER Possible SQU Injection Attempt UNION SELECT 0 20190024 0%4420 & 141 S881 1 7HSTISE HOSt-172.16-1-46Mtp NiA 6 .php7Lang=zh-tw
N27V20UNTONN2OAL
7 AlierVault NIDS “IT WIS SERVIR Possible SOL Injection Attempt UNION SELECT® 0 201500240044 1E % 141 SEAT 17056648 Most-172-96-1-46Mtp WA ) LA20SELECTA20NUL
LA2CONULLA 2CNULLA
8 AberVault NIDS: “ET WES_SERVER Possible SQL Injection Attempt UNION SELECT 0 20190024 0RALNE 141 9881 17955210 Host 17296146 Mtp WA 2CNULLAZCNULLAC
NULLAZONULLA2CND
) AbenVault MOS [T WIS SERVER Possible SQU Injection Attempt UNION SELECT™ 0 2019004004415 B 14 AT 1 TRSITE Most-172-16-1-48http NA L} LLA2CNULLA 2CNULL
‘ AR Y
AbenVault NIDS “ET WES SERVER Possible SQU injection Attempt UNION SELECT™ 0 20190024 094413 ™ 141 S AT 17952538 Most 17216 1-46http  N/A
: EaEw 5 = : - CNULLA2CNULLA2CN
CNUL
1 AlenVault MIDS “ET WEB SERVER Possible SQU Injection Attempt UNION SELECT 0 2090024004011 P41 SEEY 1 TRSIONE Most-172-16-1-46htp NA ] ULLN2CNULLA2 -
LA2CONULLA2CNULLA
-
I AbenVault NIDS “ET WEB SERVIR Possible SQU Injection Attempt UNION SELECT 0 090024 094409 %141 SN 1 TRAMOL Most- 17216146 hitp NA 2CNULI "‘205‘ rP
NTTP/
13 AllenVault NIDS “ET WES_SERVER Possible SQU injection Attempt UNION SELECT™ 0 20190024 0RA407 J® 141 9881 17940068 Most-172-16-1-46hitp WA 3 —Llngunq- I en-us
san;qg=0.5. .Accep
& AlerVault NIDS “IT WIS SERVIR Possible SQL Injection Attempt UNION SELECT™ 0 20190024 004406 % 141 SENT 1 7RAMELL MOSt-172-16-1-46:00tp NA ) t-Encoding: gzip
deflate..Nost:

grastu.tpa.edu.t
v..Accept: text/

pen ) WebServer Amack - SQU injectior ATt aCK Patter SR A SIS Hest17216 1M nﬁy U“((
%14 4
= { ) WetServer A SQU iryection Artach Pattern Detechio NA 185222 20921244576 Hoat-172-16- 188t
- of of W . P Oecten W WA 8 172101y X E QuadraNet
‘ - WelServer Amach Artack Pattern Dete e o 620 MITRSTHEE  Host-172-16-1-akchitp - ) nﬁyt
' i
190%1) A
-gor {{) WebServer Aztack - SQU inyection Artack Pattern Detecten  ([HEEED NA LR LA RFIRERL T LY, Host- 17216 1-44 hetp [e ]
®4)
- WedServer Amach e A e Dete B VA =100 9304550 Host-172-16- 146 hetp 5 @/‘J\ % &
gl Ser ") WebServer Aztack - SQU inyection Artach Pattarn Detector D @ A o 141 9880 95 497N Host-172-16-1-46 hirp .
| i8] v
access denied for
- LS erver A - A alte - D @ NA o 141 5081 178 384 Host-172-16-1-46 hip o
8 44 I ——
155.94.155.250 % E QuadraNet
NED @) o 141 56,81 183 38894 Host-172-16-1-46 hetp
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SQL Injection = 7

void
SendResp_albumArt(struct upnphttp * h, char * object)
{

char header[1500];

char sql_buf[256];

¢ ..abbreviated...*/

dash = strchr(object, "-');
if( dash )
*dash = "\0Q';
sprintf(sql_buf, "SELECT PATH from ALBUM_ART where ID
sql_get_table(db, sql_buf, &result, &rows, NULL);

’e . .abbreviated...*/

%¥s“, object);

14 FProcessHttpQuery_unpnphttp () ¥KEAN512 (BFE /D)
FH R R i%FISendResp_albumArt ()

HERR A — 150077 KA, sql_buf EJ7H)
SendResp_albumArt () , ®&TCiEEH R

sql_buf EHERR b (1256 73 7 4F
BAN— TR Ksprintf () A

15
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static void
ProcessHttpQuery_upnphttp(struct upnphttp * h)
{

char HttpCommand[16];

char HttpUrl[512],

char * HttpVer;

/*, ..abbreviated...*/

for(i = 0; 1<511 && *p != '
HttpUrl[i] = *(p++);

' R& %P l= \rt; ies)

/*...abbreviated...*/

if((stromp("GET", HttpCommand) == @) || (strcmp("HEAD", HttpCommand) == 0))
{
l*...abbreviated. . . */
else if(strncmp(HttpUrl, "/AlbumArt/", 10) == @)
{
SendResp_albumArtCh, HttpUrl+1@);
CloseSocket_upnphttp(h);
}

* ..abbreviated...*/

(cFec
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SQL Injection = 7

.text 100408ro8 loc_408ros:

# CODE XIREF: SeandResp albumArt+1501%

.text:00408r08 ia $al, 0x430000
Jtext100408F0C ia $t9, sprintt
.text:00408ri0 addiv $80, Sap, 0x750evar_ 706
text:100408F14 addiu $al, (aSelectPathrr_0 - O0x430000) ¢ "SELECT PATH f:
.texti00408rie move $a2, Ssl

.text:00408FI1C nove $a0, §s0 L
.text 00408r20 jalr 113 ) sprinti
text:00408r24 nove $84, 59

.text 100408728 iw Sgp, Ox750+var_738(Ssp)
.text:00408r2C move $al, Ss0

.text:00408F30 ia $v0, db

.texti00408r34 ila $t9, sql_get_table
Jtext:00408F 38 iw $a0, (db - Ox47C4A4) (SvD)
.text100408F3C addiu $a2, Ssp, Ox750¢var_730
.text:00408r40 8w $zero, O0x750+var_740(S5sp)
texti100408F 44 jalr {13 sql_get_table

- . . . g 2

BHIE AT BT U 2 B A FESQL injection
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DA RE R

All your files have been encrypted!
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DHRE ST

'O4LTI puUsn L= Y 3 HANILTIIICL
8194 call  ds:Internetopentia T SE ERIHTTP
I819A mov edi, eax .
1819C push esi ; hInternet URL%%%%@
819D mov esi, ds:InternetCloseHandle
I81A3 test edi, edi
I81A5 jnz short loc_4081BC
IE_I,"\E \
00000000004081BC
90000000004081BC loc_4081BC: H BN Internetf
00000000004081BC call esi ; InternetCloseHandle %Pﬁﬁ | /jm
00000000004081BE push edi ; hInternet
00000000004081BF call esi ; InternetCloseHandle
00000000004081C1 pop edi
AAAAAAAAARAAARTI D wvar oawv aav
—

ecx ; lpBlnaryrathname
1 ; dwErrorControl
2 ; dwStartType
106h ; dwServiceType
BUE AR X R IH H R I 248 SR o earedlamas | _
offset DisplayName ; icrosoft Security Center (2.0) Service
%B@Eﬁ%%%ﬂ%@%ﬁﬁ%}i offset ServiceName ; "mssecsvc2.0"
edi ; hSCManager
ds:CreateServiceA ; Indirect Call Near Procedure
ebx, ds:CloseServiceHandle
esi, eax
esi, esi ; Logical Compare
hort loc_407CBB ; Jump if Zero (ZF=1)
5% PP IR 2% 1% 1 B A BRI 25 X ° R |

ZRHIFIA
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DU IRE S

)4020C8 mov [esp+6F4h+passwordVal], offset aWncry2ol?7
J4020CF push ebx ; hModule
402000 call UnzipRsrc |

& K BAZWNcry @ 201712 631k A SZIPA, K A 3R 12 63 Ytaskche.exe fg 1t I AR P

301EAF push eax ; DstBuf
3401EBO mov [ebp+Source], offset al3amdvw2dhxygx
3401EB7 mov [ebp+var 8], offset al2t9ydpgwuez9n

J401EBE mov [ebp+var_4], offset allSp7ummngojlp
J401ECS call sub 401000 : ‘ -

asksche.exeln#% LRy ek b ht




DHRE ST

14020DC push offset taskscheCmdline ; ib +

M020E1 call SpawnProcess I
14020E6 push ebx ; 1pExitCode

MO20E7 push ebx ; dwMilliseconds

M020E8 push offset alcaclsGrantEve ;
MO20ED call SpawnProcess

\M020F2 add esp, 20h

M020F5 call LoadLibraries

5 zip XKAF R AR SR/ R R B
SR A RIVAE, FHIRFERPET AN R HTAE RS20 FEBUR

300401833
300401833 loc_401833:
300401833 mov eax, edi
300401835 push OF 0000000t
30040183A neg eax
30040183C sbb eax, eax
Rl o @ DG T B3 7 — Microsoft:§ B MRSASE | _— 18h
AES /iy [ & 1% %2 5 )00401840 and eax, offset aMicrosofftEnhan
300401845 push eax
00401846 push 0
300401848 push esi
300401849 call dword_40F894

- 30040184F test eax, eax
ls 300401851 ijnz short loc_ 40185C
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DDoS & 7
RARIEIPH %

5.252.35.6 ($H)

37.59.11.59 ( #E)

51.68.176.11 (& H)

51.89.191.148 (K H)

54.39.29.72 (X EH)

66.70.181.31 (£ H)

80.245.18.71 ( ¥E)

71.233.138.232 (£ [H)

74.91.113.64 (X[E)

93.23.149.229 ( #8E)

109.201.148.62 (i =)

139.99.28.169 ( £[F)

139.99.125.95 ( £ H)

140.82.56.133 ( £ [E)

144.217.62.159 (£ E)

147.135.36.71 ( £H)

147.135.91.111 (FE)

147.135.119.108 ( £ E)

151.80.230.41 ( {3

157.245.10.62 (¥E)

158.69.5.197 ( £H)

185.38.151.243 (X [E)

185.244.25.187 (X E)

188.165.32.190 ( ¥FE)

193.70.80.122 (M. R %)

v 1
EVENT NAME v DATE GMT+8:00 SENSOR  OTX SOURCE DE
S MWER
4 [ I AlenVault NIDS:"AV DOS Possible Ubiquiti Amplifiation Scan i Progres  2019.09410:59:12  VirtualUSMAIInOne NIA [o] 142.44223235:51570 Host172-16-16210001  ([OWIDD (3]
m %E%E %-&H‘j‘ rﬂ-] W . M}Fﬁﬁ?ﬂ % 4 () R AllenVault NIDS:"AV DOS Possible Ubiquiti Amplification Scan in Progres  19.09.24 10:59:12  VirtualUsMAinOne N/A [#142.44223.235:2049  Host-172-16-162:10001  (ENEND 31
;E E{JTCPﬁﬁ @. }?; IJ ’ _H_:EE izﬁﬂ‘:l‘ I‘E—I‘I 4 ) I AllenVault NIDS: AV DOS Possible Ubiquiti Amplification Scan in PrOgfes 20190924 10:59:12  VirtualUSMAIinOne N/A [ 142.44223235:2286  Host-172-16-16210001  (EONINOD 31
AT\ )
P'i ﬁﬁ Emu ('@J : TCP\ UDP) —FM V. -SJ AllenVault NIDS: "AV DOS Possible Ubiquiti Amplification Scanin Progres  5419.09.24 10:59:02  VirtualUSMAUinOne N/A [+ 14244.223.235:51570 Host172-16-1-62:10001 (EONEDD (3
» A »
ﬂeﬁgg E_ I?{J Ipﬂﬁ%ﬁ; ﬁ I m %‘,% 4 ) I AllenVault NIDS:"AV DOS Possible Ubiquiti Amplification Scan in Progres - 201.09.24 10:59:01  VirtualUSMAIinOne N/A [#]142.44223.235:11535 Host-172-16-162:10001  (MIND  31
BEESHERCIERRRYE, XoRrE —
“ »
KB, KRBT, WEENSESRI
FHFE DSTIPADDRESS  OTX SENSOR vEVENTS#(a  UNIQUEEVENTS UNIQUE SRC. CONTACTED. GEO TOOLS S
]
172.16.1,62 N/A VirtualUSMAIlinOne - 10.171.2.52 138N 1 1,254

17216141 N/A VirtualUSMAIlinOne - 10.171.2.52 48
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THANKS FOR YOUR WATCHING




CONTACT

B RT3
% : 13215943436

HE44: chang. pie@gmail. com
M{5: chang pie

Q Q: 2912111476




